Windows FTP: Installatie server

Voor de professionele systeem-beheerder is FTP een uitkomst. Met name het installeren van web-sites gaat hiermee erg

goed.

VirtualBox configureren

Nadat je Windows 7 of Windows Server 2012 in VirtualBox hebt geinstalleerd, moet je ervoor zorgen dat je de virtuele
machine vanuit je laptop kunt bereiken. VirtualBox zet nieuwe virtuele machines standaard op Network Address

Translation (NAT). Dit moet je wijzigen naar Host Only:

Q::} Windows 7 - Settings

General Network

System Adapter 1 Adapter 2
Display
Storage
Audio ¥ Advanced
Network

Serial Ports
use

Shared Folders

User Interface
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Enable Network Adapter
Attached to: |Host-only Adapter -

Name: |VirtualBox Host-Only Ethernet Adapter &

Adapter 3 Adapter 4

Cancel

Server configureren: Windows 7

Toets <Windows>-R. Je krijgt het volgende schermpje te
zien:

Zoek het item Internet Information Services en klik alle
opties voor FTP aan:

= Run

=5

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.
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Open: optionalfeatures -

QK ] [ Cancel ‘ I Browse...

Geef het commando optionalfeatures in en toets <Enter>.
Het volgende scherm verschijnt.

[-1 Windows Features

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

. Internet Explorer 8 -
, Internet Information Services
= | FTP Server
| FTP Extensibility
, FTP Service
; Web Management Tools
; World Wide Web Services
. Internet Information Services Hostable Web Core
. Microsoft MET Framework 3.5.1
. Microsoft Message Queue (MSMQ) Server
. Print and Document Services
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Remote Differential Compression
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Server configureren: Windows 2012

Toets <Windows>-R. Je krijgt het volgende Het volgende scherm verschijnt. Klik Add roles and features:
schermpje te zien:

Server Manager * Dashboard @ | Py werage Toos  vew nep
Type the name of a program, folder, document, or Internet -
resource, and Windows will open it for you, —y— R COME T SR e TN AGER
B Local Server
| sernvermanager w i AlSoas
. . . o = a Configure this local server
@' This task will be created with administrative privileges, i ADDS
W File and Storage Services > | [[SlSYRGY)
o us i 2 Add roles and features
=
| | Cancel | | Browse... | 3 Add other servers to manage
4 Create a server group
Geef het commando servermanager in en toets bide
| LEARN MORE
<Enter>. N
ROLES AND SERVER GROUPS
Roles:3 | Servergroups: 1 | Servers totak: 1
i§i Apos " i File ?nd Storage "
Services
(® Manageability ® Managesbility
Events Events
Services Performance .
Performance BPA results i :
BPA results

Het volgende scherm verschijnt. Klik Next, totdat je bij het onderdeel Server Roles aankomt. Zoek dan het item Web
Server (11S) en klik alle opties voor FTP aan:

DESTINATIOM SERVER

Select server roles T

Before You Begin Select one or more roles to install on the selected server,

Installztion Type Roles Description

Server Selection FTP Server enables the transfer of
O Hyper-v files between a dlient and server by
[] Metwork Policy and Access Services using the FTP protocol. Users can
establish an FTP connection and
transfer files by using an FTP client

L] Remote Access or FTP-enabled Web browser.

[] Remote Desktop Services

[] Volume Activation Services
4 [H] Web Server (II5) (10 of 43 installed)

b [H] Web Server (7 of 34 installed)
FTP Service (Installed)
FTP Extensibility (Installed)
b [M] Management Tools (1 of 7 installed)
[[] Windows Deployment Services

Features . .
[] Print and Document Services

[] Windows Server Essentials Experience

[ Windows Server Update Services ™M

<Previous | [ Next> | | mnstan | [ cancel




FTP-site aanmaken

Toets opnieuw <Windows>-R. Geef het commando compmgmt.msc in en toets <Enter>. Je krijgt het volgende scherm
te zien. Selecteer het onderdeel Internet Information Server (linker gedeelte van het scherm). Klik dan het item Sites

(ernaast) aan:

e o

A Computer Management
Eile Action View Help

&/ Computer Management (Local SR | 31 » NIGEL » Sites » \m >
4} System Tools |l
> () Task Scheduler

> [ Event Viewer

e : QQU Sites

» | Shared Folders
» 8 Local Users and Groups
» (&) Performance
& Device Manager
4 (=3 Storage
=7 Disk Management

4 Eﬂ NIGEL {NIGEL\daniel}
[ Application Pools

4 | Sites
- 4B Default Web Si

,.@ Nigel

Filter: - [lGo - GShow All | Group by: o

Status
Started (ht...
Started (ftp)

Binding
80 (http)
192.168.56.102:21

Name = D
€ Default Web Site 1
& Nigel 2

Add FTI

@ Hep

Online Help

Set FTP Site Defaults...

a fq Services and Applications
ﬂ Internet Information Se|
(4, Services
&5 WML Control

L T — 4

[ =] Features View | {2 Content View

m D

Het volgende scherm verschijnt. Geef de site de naam van je computer.
Dit is belangrijk, want anders kunnen de andere client-computers straks
de FTP-site niet vinden. Geef ook aan waar de bestanden straks naartoe

Rechts-klik in het Sites scherm (in het
midden) en kies Add FTP Site:

g Add Web Site... moeten. Wij gebruiken de standaardlocatie C:\inetpub\ftproot:
Set Web Site Defaults... Add FTP Site (-5
N q Site Information
'@  AddFTP Site..
|ﬁ| H Elp FTP site name:
= Nigel
Online Help Content Directory
Physical path:
Cinetpub\ftproot [:]

Let op: Nigel is de computernaam van mijn Windows 7 machine. Gebruik
hier de naam van jouw virtuele machine.



Klik Next. Het volgende scherm verschijnt. Stel het IP-adres van jouw machine in. Zorg ervoor dat de andere
instellingen zoals afgebeeld staan:

Add FTP Site [ 8| [m23a)
@ Binding and SSL Settings
Binding
IP Address: Port:
192168.56.102 * 2

[ Enable Virtual Host Names:

[¥] Start FTP site automatically
S5L
@ Mo SSL
) Allow S5L
") Require S5L
SSL Certificate:

Mot Selected

[ Brevious H MNext l

Klik Next. Het volgende scherm verschijnt. Klik de opties aan, zoals afgebeeld:

Add FTP Site @

g Authentication and Authorization Information

Authentication

[¥] Anonymous

[¥] Basic

Authorization

Allow access to:

All users x

Permissions
[¥] Read
[¥] Write

Einish l ’ Cancel




FTP Server testen

Toets opnieuw <Windows>-R. Geef het commando emd in en toets <Enter>. Je krijgt de Windows Terminal te zien:

BB C:\Windows\system32\cmd.exe {E=5[E=n

11 rights

Aanmaken test-gebruiker

net user testuser Welkom#1 /add

Starten FTP sessie
We starten een FTP sessie. Dit doen we met het fip commando:

ftp localhost
Je ziet ongeveer de volgende output. Vul de gebruikernaam (testuser) en het wachtwoord (Welkom#1) in:

Connected to Win2012.

220 Microsoft FTP Service

User (Win2012: (none)): testuser
331 Password required

Password:

230 User logged in.

ftp>

Geef het quit commando om de sessie te be€indigen.

Firewall configureren: FTP Session

Toets opnieuw <Windows>-R. Geef het commando firewall.cpl in en toets <Enter>. Het volgende scherm verschijnt:

4 Windows Firewall -T=f5]
(3) ~ | » ControlPanel » System and Security » Windows Firewall v ¢ [ search Control Pane 2]
Control Panel Home Help protect your PC with Windows Firewall
Windows Firewall can help prevent hackers or malicious software from gaining access to your PC
Allow an app or feature through the Internet or a network,
through Windows Firewall
B Change notification settings l & Private networks Not connected (v
B Turn Windows Firewall on or =
off l a Guest or public networks Connected (&)

% Restore defaults

b Networks in public places such as airports or coffee shops
Advenced settings

Troubleshoot my network Windows Firewall state: On
Incoming connections: Block all connections to apps that are not on the
list of allowed apps

Active public netwerks: Unidentified netwark

Notification state: Do not notify me when Windows Firewall blocks a

new app

Action Center

Network and Sharing Center

Klik Advanced Settings. Je krijgt het volgende scherm te zien. Klik Inbound rules (links in het scherm):



File Action View Help
s |
& v oo v o] [ - |
Name Group = Profile  Enabled  Action ~ MI
2Utbm::d R;‘E; ity Rul OActwe Directory Domain Controller - Ec..  Active Directory Domain Ser..  All Ves Allow a New Rule...
& Connection Security Rules oActwe Directory Domain Controller - Ec..  Active Directory Domain Ser..  All Yes Allow
1 B Monitoring o i X & B T Filter by Profile 3
@ Active Directory Domain Controller - LD... Active Directory Domain Ser...  All Yes Allow Y
(@ Active Directary Domain Contraller - LD...  Active Directary Domain Ser...  All Yes Allow ||| T Filter by State 4
(@ Active Directory Domain Controller - LD...  Active Directory Domain Ser... Al Yes Allow T Filter by Group »
OActwe Directory Domain Controller - Net...  Active Directory Domain Ser... All Ves Allow View »
OActwe Directory Domain Controller - 5A..  Active Directory Domain Ser. Al Yes Allow
@ Active Directory Domain Contraller - SA...  Active Directory Domain Ser...  All Yes Allow 6] Refresh
(@ Active Directory Damain Contraller - Sec... Active Directary Domain Ser... Al Yes Allow | Export List..
(@ Active Directory Domain Controller - Sec... Active Directory Domain Ser... Al Yes Allow @ Hew
OActwe Directory Domain Controller - W3...  Active Directory Domain Ser... All Ves Allow
OActwe Directory Domain Controller (RPC)  Active Directory Domain Ser..  All Yes Allow
(@ Active Directory Domain Controller (RPC... Active Directory Domain Ser.. Al Ves Allow
(@ Active Directory Web Services (TCP-In)  Active Directary Weh Services Al Yes Allow
. BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr...  All No Allow
.BranchCa:he Hosted Cache Server (HTT... BranchCache - Hosted Cach... All Ne Allow
. BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove... All No Allow
@ COM-+ Network Access (DCOM-In) COM+ Network Access All No Allow
.COM+ Remote Administration (DCOM-In) COM+ Remote Administrati.. All No Allow
(@ Core Networking - Destination Unreacha... Core Networking All Yes Allow
(@ Core Networking - Destination Unreacha... Core Netwerking All Yes Allow
OCore Networking - Dynamic Host Config.. Core Metworking All Yes Allow
0Core Networking - Dynamic Host Config.. Core Networking All Yes Allow
(@ Core Networking - Internet Group Mana... Core Networking All Yes Allow
@Core Networking - IPHTTPS (TCP-In) Core Metworking All Yes Allow
(@ Core Networking - IPv6 (IPv6-In) Core Networking All Yes Allow
OCore Networking - Multicast Listener Do...  Core Metworking All Ves Allow
@Core Networking - Multicast Listener Qu... Core Networking All Yes Allow
@Core Networking - Multicast Listener Rep... Core Networking All Ves Allow
@Core Networking - Multicast Listener Rep... Core Networking All Yes Allow
@Core Networking - Neighbor Discovery A... Core Metworking All Yes Allow
@Core Networking - Neighbor Discovery S...  Core Metworking All Ves Allow ||

Klik New Rule... (rechts in het scherm). Het volgende Klik Next. Het volgende venster verschijnt. Hier hoef je

venster verschijnt. Selecteer Port (poort): niets in te vullen:
Rule Type Protocol and Ports
Select the type of firewall rule to create. Specify the protocols and ports to which this rule applies
Steps: Steps:
@ Rue Type Uizt arel s nensar @ FRueTye Does this nie apply to TCP or UDP?
@ Protocol and Ports @ Protocol and Ports. ® TCP
@ Action O p @ Action © uop
@ Frofie Rule that controls comnections for & program o Frofie
@ Name @® Port @ Name
Rulethat cortrls comnections fora TCP or UDF por Does this rule apply to all local potts or speciic local ports?
O Predefined: O All local ports
[Active Directory Domain Services ® Specific local ports:  [21
Rule that controls connections for a Windows experience. B SRR SIIEHD
O Custom
Custom nule.
<Back  |[ Nea> |[ Caneal <Back || Nea> |[ Cancel
Klik Next. Het volgende venster verschijnt. Hier hoef je Klik Next. Het volgende venster verschijnt. Hier hoef je
niets in te vullen: niets in te vullen:
Action Profile
Specify the action to be taken when a connection matches the conditions specified in the nule. Specify the profiles for which this ule applies.
Steps: Steps:
@ Rue Type What action should be taken when & connection matches the specified conditions? @ Rue Type When does this rule apply?
@ Protocol and Ports @ Protocol and Ports
e ® Allow the connection " 7 n
D pem Gl ettt ) o Acton Doma )
@ Profie ® @ Profie a computer tots o
Allow the connection if it is secure .
@ Mame Thisindludes orly connections that have been autherticaied by using [Psec. Connections @ Mame ¥ ErmD .
will be secured using the ssitings in IPsec properties and rules in the Connection Security a computer to a private location, such as a home
Rule node. or work place.
[ Public
a computer toa location.

() Block the connection

<Back |[ Nee> ][ Caneel <Back |[ Nee> ][ Caneel




Klik Next. Het volgende venster verschijnt. Vul in FTP Session:

i New Inbound Rule Wizard

Name

Specify the name and description of this nle.

Steps:
@ FRule Type
@ Protocol and Ports

@ Action
& Profile Name:

FTP Sessior|
@ MName

Description {optional):

< Back ‘ | Finish | | Cancel

Firewall configureren: FTP Data

Herhaal de vorige stap en voeg nog een regel toe, maar nu met poort 20 en de naam FTP Data.

Client installeren

Het hoera moment



